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MEMENTO SECURITY — CHECK FRAUD

A NEXT-GENERATION SOLUTION TO A PERSISTENT PROBLEM

Check fraud is a costly, unsolved fraud challenge. A top loss area for most banks and

credit unions, check fraud is growing and getting more sophisticated as collusive gangs

and cross-channel schemes proliferate. The time is right for a new and more effective

alternative for detecting and stopping the full range of check fraud—including deposit
fraud, on-us fraud, and check kiting. Memento Securityl Check Fraud brings powerful

capabilities to bear on this persistent problem.

PUT CHECK FRAUD ON PERMANENT HOLD

Memento Securityi Check Fraud is more accurate, efficient, and
complete. It was designed from the ground up to address the
shortcomings of current, legacy solutions. Now you can catch
fraud earlie—mitigating the risk of losses before they escalate. It

greatly reduces false positives, helping analysts focus on finding

and stopping real fraud. And it responds quickly to the latest fraud

trends.

FIND MORE FRAUD, MORE ACCURATELY
Me ment o
process, empowering loss prevention teams to find more fraud,

more efficiently. Stop adding operating costs and headcount year

after year. Catch check fraud schemes that current approaches

miss, such as collusive fraud and cross-channel schemes—the ones

most likely to generate large losses.

Accuracy 8 Reduce false positives with advanced analytics
and forensic research tools that zero in on evidence of
check fraud.

A Broad View & Uncover and visualize collusive fraud
schemes that involve many people and the potential for
major losses. Stop losses before they happen.
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DETECT ALL TYPES OF CHECK FRAUD

On-Us Fraud—State-of-the-art analytics and multi-dimensional
scoring identify fraudulent checks (counterfeits, forgeries,
alterations) accurately, dramatically reducing false positives.
Analysts can focus on the highest-risk items and take action

before the point of value transfer.

Deposit Fraud—Spot all types of deposit fraud (new account
scams, account takeovers and vulnerable customers). Customer-
level, cross-channel views and advanced collusive network

discovery help stop complex, damaging attacks.

Check Kiting—Memento SecurityT Check Fraud gives analysts
all the information necessary to identify kiting—from
uncollected balances to the sources/uses of funds. All in one
application. And the solution monitors the rate of change within
suspect accounts, so your institution is the first to discover a
kite.

Efficiency 0 A powerful user interface puts diverse data in
context, allowing analysts to work more efficiently.
Integrated alert and case management and forensic
research streamlines the whole process.



EMPOWER ANALYSTS. PROTECT CUSTOMERS. REDUCE RISK.

Memento SecurifyCheck Fraudstreamlines the daily work of fraud analysts. It strengthens and broadens efforts to protect

financial institutions—and customers—from check fraud. And this proactive, powerful solution integrates extensive experience

in enterprise fraud management—including advanced analytics, data management, integration, and innovative alert and case

management.
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Empower analysts to work more efficiently and effectively.

ACCURACY

Generate fewer false positives and stay flexibl
Memento SecurityT Check Fraud dramatically
reduces false positives by applying next-
generation analytical techniques to a rich set of
data sources—including account, transaction, and
reference data. The advanced analytics embody
key insights into retail and commercial check-
writing activity, helping fraud teams find more
fraud. The solution creates and updates account
context dynamically for every account—from new
consumer accounts opened online to well-
established commercial accounts. And to aid
accurate detection, loss prevention professionals
can adjust detection parameters quickly and easily
or create new fraud scenarios based on emerging

patterns.

EFFICIENCY
Work faster and smarter when managing alets

Memento Securityi Check Fraud brings together
relevant information seamlessly in one easy-to-
use, highly visual interface that is light-years
ahead of legacy solutions. Analysts can see critical
information at a glance, so they can make better,
faster, more informed decisions. Contextual
information helps build a holistic understanding of
a potential fraud situation.



EMPOWER ANALYSTS. PROTECT CUSTOMERS. REDUCE RISK.

v~ memento.

20558.56 CONTRERAS

565523363 25755.23 PABLO. ELSEA 485 Bedford Street  Lakeville

424680678 33532.68 BELL HARTSOUGH 186 New Wes dston

716726586 20205.78 BUFFY. KALHORN 473 Witsons.

088480731 24284.39 Josia CHAMBERS 96 Southfield

amford

725678620 19121.54 LIZABETH CRABTREE 248 Round Hill Road  Salem

Wed Dec 26 2007

1980-10-07700:00:00
1989-01-28700:00:00
1981-03-04T00:00:00
2002-10-23700:00:00
2005-02.03700:00:00

2006-11-16T00:00:00

Collusive network detection helps you visualize previously
hidden links between collusive fraud scheme perpetrators.

Make Check Fraud History

A BROAD VIEW
Catch sophisticated, crosshannel schemes

Memento Securityi Check Fraud enables a broader
look by aggregating data from multiple channels,
providing a holistic view of fraud at the
transaction, account, and customer levels. No
more patchwork of systems. No more siloed data.
Now you can spot fraud that current solutions
miss, such as cross-channel and collusive
schemes. Memento Securityi Check Fraud scans
all channels and related data for the warning signs
of fraud and alerts your analysts so they can take
action. And integrated forensic research enables
analysts to dive deep when needed.

Check fraud isn't going away—it's growing and migrating to
other channels. Your institution probably already has some
protection in place. But is it as accurate, effective, and wide-
ranging as it should be?

Are you ready to stop more fraud and uncover more
sophisticated schemes?

With Memento Securityi Check Fraud, you will be.

Contact Memento for a more accurate, more efficient, and more effective check fraud solution.

1.888.371.0673 ext. 146 or email info@mementosecurity.com.

www.mementosecurity.com




